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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document investigates possible enhancements of the Diameter base protocol (IETF RFC 6733 [2] and existing Diameter applications to support load control mechanisms in 3GPP core networks.

This work is based on the related work done in the IETF Diameter Maintenance and Extensions (DiME) working group. It will be taken into account the Diameter overload control work and specifications done in IETF (e.g. IETF RFC 7068 [3] and IETF draft-ietf-dime-ovli-07 [4]) and 3GPP.
This study will cover:

-
the identification of the set of requirements for load information exchange over Diameter based signalling interfaces used in 3GPP core networks, compared to those already expressed in IETF RFC 7068 [3] and any other requirements specified by the DiME working group;

-
the evaluation of the IETF solution for load information exchange and applicability to 3GPP;

-
possible enhancements specific to 3GPP;

-
the identification of the 3GPP interfaces as possible candidates for the support of the load information exchange.

The results of this study will contribute to and rely on the work done within the IETF DiME working group on Diameter load control. Objective is to use the solution(s) that will be defined for Diameter load control by IETF DiME for 3GPP Diameter based networks and to avoid 3GPP specific enhancements.
Depending on this study outputs, normative work may be required to support load control mechanisms over Diameter-based 3GPP interfaces and applications.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
IETF RFC 6733: "Diameter Base Protocol".
[3]
IETF RFC 7068: "Diameter Overload Control Requirements".

[4]
IETF draft-ietf-dime-ovli-07: "Diameter Overload Indication Conveyance".
3
Definitions, symbols and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

3.2
Symbols

For the purposes of the present document, the following symbols apply:

FFS
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

<ACRONYM>
<Explanation>
4
Introduction
5
Requirements

5.1
Existing standardisation
This subclause will analyses the existing load control possibilities (e.g. DNS) that can be used in 3GPP networks and describe their limitations. It will explain why the load information is required for overload control
5.2
Design considerations
5.2.1
Introduction

This subclause will review some key aspects that will be considered in IETF but with a focus on main 3GPP use cases.

5.2.2
3GPP network implications
This subclause will  analyse some Load characteristics associated to main networks elements, namely HSS, AAA server PCRF taking into account distributed systems, partitioned systems It will also be considered which type of load information is relevant.
5.2.2.1
Introduction

This subclause will analyse some load characteristics associated to several main 3GPP networks elements, e.g. HSS, AAA server, PCRF taking into account various topologies (e.g. set of independent servers, distributed systems, partitioned systems).
Editor's note:
we need to consider if clients should be also address in this section, especially when considering the usage of the load information by client (e.g. MME receiving load info from HSS).

5.2.2.2
HSS

5.2.2.2.1
Variety of interfaces
The HSS supports a large number of 3GPP Diameter based interfaces with their own Diameter application:

- 
S6a / S6d with MME / SGSN;

-
Cx, with I/S-CSCF;

-
Sh with AS;

-
SWx with AAA server;

-
Zh with BSF

-
S6m / S6n with MTC IWF / MTC AAA;

-
SLh with GMLC;

- 
S6c with SMS central functions.

Editor's note:
it is to consider how the number of Diameter applications supported by the HSS impacts the load information per interface.

5.2.2.2.2
Variety of HSS topologies

HSS topologies are various:
-
one HSS;

-
multiple separated and independent HSSs, which require a user identity to HSS resolution mechanism as the subscription data of a user is stored in only one of the HSSs (partitioned system);

-
a distributed HSS, following the UDC architecture, with one UDR and several front-ends which could be geographically distributed, but allowing access to any user subscription data; each front end may appear as one Diameter host;

-
several distributed HSSs, which also require a user identity to HSS resolution mechanism, as the subscription data of a user is stored in only one of the distributed HSSs (partitioned system).

This list is not exhaustive and other topologies may exist.

Load balancing is not applicable between separated and independent HSS, or between several distributed HSS (partitioned systems).

Load balancing may be applied between multiple front-ends of a distributed HSS. In this case, load information supplied by each front-end would help to achieve load balancing in a downstream Diameter node.

5.2.2.2.3
Selection of the HSS host

Regarding the user identity to HSS resolution mechanism, 3GPP specifications describe the possible use of a Redirect or a Proxy DA without excluding other possibilities. They are here recapitulated, as they may have impacts on how load control can be handled:

-
When a redirect server is used, a client or a DA which has to send a request to a HSS of which it does not know the identity, will only provide the Diameter realm and send its request to the Redirect DA, that will return one or several HSS host identities. If several host identities are returned, the client or the DA may select the host by taking into account the host load information and achieve load balancing between the HSS hosts.

-
When a proxy DA is used, the client which does not know the identity of the HSS, only provides the Diameter realm and sends the request that will reach the proxy DA which will determine the HSS host identity, If several HSS host identities are possible, this proxy DA may select the host by taking into account their load information and achieve load balancing.

For a given user, the origin host which is returned in the Diameter answers, may be stored by the client and reused as host destination for next requests regarding this user, In these cases where the destination host is determined, no load balancing between hosts is applied.

Editor’s Note: AAA server and PCRF cases to be addressed.

5.2.3
Load usage

This subclause will analyses the usage of the load information (e.g. for load balancing).

5.3
Existing IETF requirement analysis 
This clause will analyse the existing requirements in IETF regarding load control, in particular in the RFC 7068 to identify those which apply to 3GPP networks.

5.3.1
General
The IETF RFC 7068 [3] provides a set of requirements for an overload control solution over Diameter. Some of these requirements are related to load control and are listed in the hereafter table 5.3.1-1.

The aim of this subclause is to review this set of requirements related to load control from a 3GPP point of view, considering that 3GPP will be a major consumer of this foreseen load control mechanism.

The list of requirements is ordered as currently defined in the IETF RFC 7068 [3]. For each requirement, a status (Y/N) is given to indicate whether the requirement is relevant from a 3GPP point of view. Further clarifications are provided in the "Comments" column.
Table 5.3.1-1: IETF RFC 7068 Requirements Review

	#
	Existing Requirement
	Y/N
	Comments

	REQ1
	The solution MUST provide a communication method for Diameter nodes to exchange load and overload information
	Y
	

	REQ2
	The solution MUST allow Diameter nodes to support overload control regardless of which Diameter applications they support. Diameter clients and agents must be able to use the received load and overload information to support graceful behavior during an overload condition. Graceful behavior under overload conditions is best described by REQ 3.


	Y
	In an overload condition, load information may be used to select alternative destinations (c.f. REQ 23),

Load information may be used at the end of the overload condition when coming back to normal conditions. 

	REQ12
	When a single network node fails, goes into overload, or suffers from reduced processing capacity, the solution MUST make it possible to limit the impact of the affected node on other nodes in the network. This helps to prevent a small-scale failure from becoming a widespread outage.
	Y
	REQ1 and REQ24 rely on this requirement

	REQ24
	The solution MUST provide a mechanism for indicating load levels, even when not in an overload condition, to assist nodes in making decisions to prevent overload conditions from occurring.
	Y
	

	REQ29
	It MUST be possible for a supporting node to make authorization decisions about what information will be sent to peer nodes based on the identity of those nodes. This allows a domain administrator who considers the load of their nodes to be sensitive information to restrict access to that information. Of course, in such cases, there is no expectation that the solution itself will help prevent overload from that peer node.
	Y
	This is applicable to the load information that will be sent to other peers.

	REQ34
	The solution SHOULD provide a method for exchanging overload and load information between elements that are connected by intermediaries that do not support the solution.
	Y
	


Editor’s Note: The listed requirements are those explicitly referring to load. It may be investigated if some other requirements done for overload control also apply to load control.

5.4
Additional requirements 
Compared to IETF requirements, this clause may include some additional requirements specific to 3GPP networkss. The intent is nevertheless to stick as much as possible to IETF.
5.5
Conclusions on requirements 
6
Solutions for Diameter load control

6.1
Introduction
6.2
IETF solution
This subclause will give an overview of the IETF solution. It is foreseen to only review the solution that IETF will specify.
6.3
3GPP networks

6.3.1
IETF solution applicability

This subclause will analyse how the IETF solution is applicable to 3GPP networks.
6.3.2
Load balancing and distribution
Load balancing and distribution inside 3GPP networks will be considered on the basis of the IETF solution.
6.3.3
Impacts on existing networks

Impacts on existing 3GPP networks will be addressed. Some complements may be brought, if needed, on the applicability of the solution to a given 3GPP interface.
6.3.4
Considerations for new applications

This subclause will check if some other considerations should be taken into account for new Diameter applications.
7
Conclusions and recommendations
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