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Foreword
[bookmark: spectype3]This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc25305659][bookmark: _Toc26190235][bookmark: _Toc26190828][bookmark: _Toc34062132][bookmark: _Toc34394573]
1	Scope
 The present document specifies the protocol aspects for the group management capability of SEAL to support vertical applications (e.g. V2X) over the 3GPP system.
The present document is applicable to the User Equipment (UE) supporting the group management client functionality as described in 3GPP TS 23.434 [2], to the application server supporting the group management server functionality as described in 3GPP TS 23.434 [2] and to the application server supporting the vertical application server (VAL server) functionality as defined in specific vertical application service (VAL service) specification.
NOTE:	The specification of the VAL server for a specific VAL service is out of scope for present document.
[bookmark: references][bookmark: _Toc25305660][bookmark: _Toc26190236][bookmark: _Toc26190829][bookmark: _Toc34062133][bookmark: _Toc34394574]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.434: "Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows;".
[3]	IETF RFC 4825: "The Extensible Markup Language (XML) Configuration Access Protocol (XCAP)".
[4]	OMA OMA-TS-XDM_Group-V1_1_1-20170124-A: "Group XDM Specification".
[5]	3GPP TS 24.547: "Identity management - Service Enabler Architecture Layer for Verticals (SEAL); Protocol specification;".
[6]	IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".
[7]	OMA OMA-SUP-XSD_poc_listService-V1_0: "PoC - List Service", version 1.0.
[8]	OMA OMA-SUP-XSD_xdm_extensions-V1_0: "XML Schema Definition: XDM Extensions", version 1.0.
[9]	OMA OMA-SUP-XSD_xdm2_1_extensions-V1_0: "XML Schema Definition: XDM 2.1 – Extensions", version 1.0.
[10]	IETF RFC 7159: "The JavaScript Object Notation (JSON) Data Interchange Format".
[11]	3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".
[bookmark: definitions][bookmark: _Toc25305661][bookmark: _Toc26190237][bookmark: _Toc26190830][bookmark: _Toc34062134][bookmark: _Toc34394575]3	Definitions of terms and abbreviations
[bookmark: _Toc25305662][bookmark: _Toc26190238][bookmark: _Toc26190831][bookmark: _Toc34062135][bookmark: _Toc34394576]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
SEAL group management client: An entity that provides the client side functionalities corresponding to the SEAL group management service.
SEAL group management server: An entity that provides the server side functionalities corresponding to the SEAL group management service.
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.434 [2] apply:
SEAL client
SEAL server
SEAL service
VAL group
VAL group member
VAL server 
VAL service
VAL user
Vertical
Vertical application
[bookmark: _Toc25305663][bookmark: _Toc26190239][bookmark: _Toc26190832][bookmark: _Toc34062136][bookmark: _Toc34394577]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
MIME	Multipurpose Internet Mail Extensions
SEAL	Service Enabler Architecture Layer for verticals
SGM-C	SEAL Group Management Client
SGM-S	SEAL Group Management Server
[bookmark: _Toc25305664][bookmark: _Toc26190240][bookmark: _Toc26190833][bookmark: _Toc34062137][bookmark: _Toc34394578]4	General description
Group management is a SEAL service that provides the group management related capabilities to one or more vertical applications. The present document enables a SEAL group management client (SGM-C) and a VAL server to manage group documents in a SEAL group management server (SGM-S). 
[bookmark: _Toc25305665][bookmark: _Toc26190241][bookmark: _Toc26190834][bookmark: _Toc34062138][bookmark: _Toc34394579]5	Functional entities
[bookmark: _Toc25305666][bookmark: _Toc26190242][bookmark: _Toc26190835][bookmark: _Toc34062139][bookmark: _Toc34394580]5.1	SEAL group management client (SGM-C)
The SGM-C is a functional entity that acts as the application client for management of groups. To be compliant with the procedures in the present document, a SGM-C:
-	shall support the role of XCAP client as specified in IETF RFC 4825 [3];
-	shall support the role of XDMC as specified in OMA OMA-TS-XDM_Group-V1_1_1 [4];
-	shall support the procedure in clause 6.2.2;
-	shall support the procedure in clause 6.2.3;
-	shall support the procedure in clause 6.2.4;
-	shall support the procedure in clause 6.2.5;
-	shall support the procedure in clause 6.2.6;
-	shall support the procedure in clause 6.2.7; and
-	shall support the procedure in clause 6.2.8.
[bookmark: _Toc25305667][bookmark: _Toc26190243][bookmark: _Toc26190836][bookmark: _Toc34062140][bookmark: _Toc34394581]5.2	SEAL group management server (SGM-S)
The SGM-S functional entity provides for management of groups supported within the vertical application layer. To be compliant with the procedures in the present document, a SGM-S:
-	shall support the role of XCAP server as specified in IETF RFC 4825 [3];
-	shall support the role of Group XDMS as specified in OMA OMA-TS-XDM_Group-V1_1_1 [4];
-	shall support the procedure in clause 6.2.2;
-	shall support the procedure in clause 6.2.3;
-	shall support the procedure in clause 6.2.4;
-	shall support the procedure in clause 6.2.5;
-	shall support the procedure in clause 6.2.6;
-	shall support the procedure in clause 6.2.7; and
-	shall support the procedure in clause 6.2.8.
[bookmark: _Toc25305668][bookmark: _Toc26190244][bookmark: _Toc26190837][bookmark: _Toc34062141][bookmark: _Toc34394582]6	Group management procedures
[bookmark: _Toc25305669][bookmark: _Toc26190245][bookmark: _Toc26190838][bookmark: _Toc34062142][bookmark: _Toc34394583]6.1	General
[bookmark: _Toc25305670][bookmark: _Toc26190246][bookmark: _Toc26190839][bookmark: _Toc34062143][bookmark: _Toc34394584]6.2	On-network procedures
[bookmark: _Toc25305671][bookmark: _Toc26190247][bookmark: _Toc26190840][bookmark: _Toc34062144][bookmark: _Toc34394585]6.2.1	General
[bookmark: _Toc25305672][bookmark: _Toc26190248][bookmark: _Toc26190841][bookmark: _Toc34062145][bookmark: _Toc34394586]6.2.1.1	Authenticated identity in HTTP request
Upon receiving an HTTP request, the SGM-S shall authenticate the identity of the sender of the HTTP request as specified in 3GPP TS 24.547 [5], and if authentication is successful, the SGM-S shall use the identity of the sender of the HTTP request as an authenticated identity.
[bookmark: _Toc25305673][bookmark: _Toc26190249][bookmark: _Toc26190842][bookmark: _Toc34062146][bookmark: _Toc34394587]6.2.2	Group creation procedure
[bookmark: _Toc25305674][bookmark: _Toc26190250][bookmark: _Toc26190843][bookmark: _Toc34062147][bookmark: _Toc34394588]6.2.2.1	Client procedure
Upon receiving a request from the VAL user to create a group document, the SGM-C shall create an XML document as specified in clause 7 and shall send the XML document to the SGM-S according to procedures specified in IETF RFC 4825 [3] "Create or Replace a Document". In the HTTP PUT request, the SGM-C:
a)	shall set the Request URI to a XCAP URI identifying an XML document to be created. In the Request-URI:
1)	the "auid" is set to specific VAL service identity; and
2)	the document selector is set to a document URI pointing to a group document addressed by a group ID;
b)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6];
Editor’s note:	The use of access-token in Authorization header field with the "Bearer" authentication scheme will be evaluated based on stage 2 security requirements.
c)	shall include a Content-Type header field set to "application/vnd.3gpp.seal-group-doc+xml"; and
d)	shall include an application/vnd.3gpp.seal-group-doc+xml MIME body and in the <seal-group-doc> root element:
1)	shall set "uri" attribute to the VAL group identity to be created;
2)	may include <display-name> element containing a human readable name of the VAL group;
3)	if the VAL user has requested to include administrator users, shall include <administrators> element of a <list-service> element with list of administrator users.
4)	if the list of users available who are required to give user consent to be member for the group, shall include such list of users into the <explicit-member-list> element of a <list-service> element;
5)	if the list of users available who are members of the group, shall include such list of users into the  <list> element of a <list-service> element;6)	shall include <common> element of a <list-service> element. The <common> element:
i)	may include <seal-subject> element indicating the title or description for the group;
ii)	shall include <category> element indicating the category of the group; and
iii)	shall include <val-services> element indicating list of supported services by the group; and
6)	shall include <val-specific-config> element of a <list-service>. The <val-specific-config> element:
i)	may include <group-priority> element to the priority as specified by VAL user; and

[bookmark: _Toc25305675][bookmark: _Toc26190251][bookmark: _Toc26190844][bookmark: _Toc34062148][bookmark: _Toc34394589]6.2.2.2	Server procedure
Upon reception of an HTTP PUT request where the Request-URI of the HTTP PUT request identifies an XML document as specified in clause 7, the SGM-S:
a)	shall determine the identity of the sender of the received HTTP PUT request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP PUT request is not authorized to initiate group creation, shall respond with a HTTP 403 (Forbidden) response to the HTTP PUT request and skip rest of the steps;
b)	if value of the group URI received in HTTP PUT request does not conform to local policy, shall respond with an HTTP 409 (Conflict) response to the HTTP PUT request. The <uniqueness-failure> error element shall identify the error condition. The SGM-S shall include at least one <alt-value> element in the <uniqueness-failure> error element, whereby each <alt-value> element contains a Group ID acceptable for the SGM-S. The SGM-S shall skip rest of the steps; and
c)	shall support receiving an XML document according to procedures specified in IETF RFC 4825 [3] "PUT Handling" where the Request-URI of the HTTP PUT request identifies an XML document.
[bookmark: _Toc25305676][bookmark: _Toc26190252][bookmark: _Toc26190845][bookmark: _Toc34062149][bookmark: _Toc34394590]6.2.3	Group information query procedure
[bookmark: _Toc25305677][bookmark: _Toc26190253][bookmark: _Toc26190846][bookmark: _Toc34062150][bookmark: _Toc34394591]6.2.3.1	Client procedure
Upon receiving a request from the VAL user to retrieve an element of a group document, the SGM-C shall send an HTTP GET request to the SGM-S according to procedures specified in IETF RFC 4825 [3] "Fetch an Element". In HTTP GET request, the SGM-C:
a)	shall set the Request-URI to a XCAP URI identifying an element within an XML document to be queried. In the Request-URI:
1)	the "auid" is set to specific VAL service identity;
2)	the document selector is set to a document URI pointing to a group document addressed by a group ID which contains the element to be queried; and
3)	the node selector is set to a node URI identifying the element to be queried; and
b)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6].
[bookmark: _Toc25305678][bookmark: _Toc26190254][bookmark: _Toc26190847]Editor’s note:	The use of access-token in Authorization header field with the "Bearer" authentication scheme will be evaluated based on stage 2 security requirements.
[bookmark: _Toc34062151][bookmark: _Toc34394592]6.2.3.2	Server procedure
Upon reception of an HTTP GET request where the Request-URI of the HTTP GET request identifies an element of a XML document as specified in clause 7, the SGM-S:
a)	shall determine the identity of the sender of the received HTTP GET request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP GET request is not authorized to query group information, shall respond with a HTTP 403 (Forbidden) response to the HTTP GET request and skip rest of the steps;
b)	shall support handling an HTTP GET request from a SGM-C according to procedures specified in IETF RFC 4825 [3] "GET Handling".
[bookmark: _Toc25305679][bookmark: _Toc26190255][bookmark: _Toc26190848][bookmark: _Toc34062152][bookmark: _Toc34394593]6.2.4	Group membership procedure
[bookmark: _Toc25305680][bookmark: _Toc26190256][bookmark: _Toc26190849][bookmark: _Toc34062153][bookmark: _Toc34394594]6.2.4.1	Client procedure
Upon receiving a request from the VAL user to update group membership element of a group document, a SGM-C shall send an HTTP PUT request to the SGM-S according to procedures specified in IETF RFC 4825 [3] "Create or Replace an Element". In HTTP PUT request, the SGM-C:
a)	shall set the Request-URI to a XCAP URI identifying an element within an XML document to be updated. In the Request-URI:
1)	the "auid" is set to specific VAL service identity;
2)	the document selector is set to a document URI pointing to a group document addressed by a group ID which contains the element to be updated; and
3)	the node selector is set to a node URI identifying the element to be updated; and
b)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6].
Editor’s note:	The use of access-token in Authorization header field with the "Bearer" authentication scheme will be evaluated based on stage 2 security requirements.
NOTE:	The VAL client can use the procedure specified in this clause to update all possible elements which can be updated.
[bookmark: _Toc25305681][bookmark: _Toc26190257][bookmark: _Toc26190850][bookmark: _Toc34062154][bookmark: _Toc34394595]6.2.4.2	Server procedure
Upon reception of an HTTP PUT request where the Request-URI of the HTTP PUT request identifies an element of a XML document as specified in clause 7, the SGM-S:
a)	shall determine the identity of the sender of the received HTTP PUT request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP PUT request is not authorized to update group information, shall respond with a HTTP 403 (Forbidden) response to the HTTP PUT request and skip rest of the steps;
b)	shall support handling an HTTP PUT request from a SGM-C according to procedures specified in IETF RFC 4825 [3] "PUT Handling".
[bookmark: _Toc25305682][bookmark: _Toc26190258][bookmark: _Toc26190851][bookmark: _Toc34062155][bookmark: _Toc34394596]6.2.5	Group configuration management procedure
[bookmark: _Toc25305683][bookmark: _Toc26190259][bookmark: _Toc26190852][bookmark: _Toc34062156][bookmark: _Toc34394597]6.2.5.1	Update group configuration
[bookmark: _Toc25305684][bookmark: _Toc26190260][bookmark: _Toc26190853][bookmark: _Toc34062157][bookmark: _Toc34394598]6.2.5.1.1	Client procedure
Upon receiving a request from the VAL user to update a group document, the SGM-C shall create an XML document as specified in clause 7 and shall send the XML document to the SGM-S according to procedures specified in IETF RFC 4825 [3] "Create or Replace a Document". In the HTTP PUT request, the SGM-C:
a)	shall set the Request URI to a XCAP URI identifying an XML document to be updated. In the Request-URI:
1)	the "auid" is set to specific VAL service identity; and
2)	the document selector is set to a document URI pointing to a group document addressed by a group ID;
b)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6];
Editor’s note:	The use of access-token in Authorization header field with the "Bearer" authentication scheme will be evaluated based on stage 2 security requirements.
c)	shall include a Content-Type header field set to "application/vnd.3gpp.seal-group-doc+xml"; and
d)	shall include an application/vnd.3gpp.seal-group-doc+xml MIME body and in the <seal-group-doc> root element:
1)	shall set "uri" attribute to the VAL group identity to be created;
2)	may include <display-name> element containing a human readable name of the VAL group;
3)	if the VAL user has requested to include administrator users, shall include <administrators> element of a <list-service> element with list of administrator users.
4)	if the list of users available who are required to give user consent to be member for the group, shall include such list of users into the <explicit-member-list> element of a <list-service> element;
5)	if the list of users available who are members of the group, shall include such list of users into the  <list> element of a <list-service> element;6)	shall include <common> element of a <list-service> element. The <common> element:
i)	may include <seal-subject> element indicating the title or description for the group;
ii)	shall include <category> element indicating the category of the group; and
iii)	shall include <val-services> element indicating list of supported services by the group; and
6)	shall include <val-specific-config> element of a <list-service>. The <val-specific-config> element:
i)	may include <group-priority> element to the priority as specified by VAL user; and

[bookmark: _Toc25305685][bookmark: _Toc26190261][bookmark: _Toc26190854][bookmark: _Toc34062158][bookmark: _Toc34394599]6.2.5.1.2	Server procedure
Upon reception of an HTTP PUT request where the Request-URI of the HTTP PUT request identifies an XML document as specified in clause 7, the SGM-S:
a)	shall determine the identity of the sender of the received HTTP PUT request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP PUT request is not authorized to update the group document, shall respond with a HTTP 403 (Forbidden) response to the HTTP PUT request and skip rest of the steps;
b)	shall support receiving an XML document as specified in application usage of the specific vertical application according to procedures specified in IETF RFC 4825 [3] "PUT Handling". 
[bookmark: _Toc25305686][bookmark: _Toc26190262][bookmark: _Toc26190855][bookmark: _Toc34062159][bookmark: _Toc34394600]6.2.5.2	Retrieve group document
[bookmark: _Toc25305687][bookmark: _Toc26190263][bookmark: _Toc26190856][bookmark: _Toc34062160][bookmark: _Toc34394601]6.2.5.2.1	Client procedure
Upon receiving a request from the VAL user to retrieve a group document, the SGM-C shall send an HTTP GET request to the SGM-S according to procedures specified in IETF RFC 4825 [3] "Fetch a Document". In HTTP GET request, the SGM-C:
a)	shall set the Request-URI to a XCAP URI identifying an XML document to be retrieved. In the Request-URI:
1)	the "auid" is set to specific VAL service identity; and
2)	the document selector is set to a document URI pointing to a group document addressed by a group ID; and
b)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6].
[bookmark: _Toc25305688][bookmark: _Toc26190264][bookmark: _Toc26190857][bookmark: _Toc34062161][bookmark: _Toc34394602]6.2.5.2.2	Server procedure
Upon reception of an HTTP GET request where the Request-URI of the HTTP GET request identifies an XML document as specified in clause 7, the SGM-S:
a)	shall determine the identity of the sender of the received HTTP GET request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP GET request is not authorized to retrieve the group document, shall respond with a HTTP 403 (Forbidden) response to the HTTP GET request and skip rest of the steps;
b)	shall support receiving an XML document as specified in application usage of the specific vertical application according to procedures specified in IETF RFC 4825 [3] "GET Handling". 
[bookmark: _Toc25305689][bookmark: _Toc26190265][bookmark: _Toc26190858][bookmark: _Toc34062162][bookmark: _Toc34394603]6.2.6	Location-based group creation procedure
[bookmark: _Toc34062163][bookmark: _Toc34394604]6.2.6.1	Client procedure
Upon receiving a request from the VAL user to create a location based group, the SGM-C shall follow the procedure as defined in clause 6.2.2.1 with following clarifications. 
The SGM-C:
a)	shall set <category> child element of <common> element of a <list-service> element to the value "location-based" as defined in clause 7;
b)	shall set the location of tracking area in the <geographical-area> child element of <common> element of a <list-service> element;
[bookmark: _Toc34062164][bookmark: _Toc34394605]6.2.6.2	Server procedure
Upon receiving HTTP PUT request with <category> child element of <common> element of a <list-service> element set to the value "location-based", the SGM-S shall follow the procedure as defined in clause 6.2.2.2 with following clarifications. The SGM-S:
1)	shall obtain the list of users based on location as specified in clause 6.2.x of 3GPP TS 24.545 [11] and update the list of users in group document.
[bookmark: _Toc25305690][bookmark: _Toc26190266][bookmark: _Toc26190859][bookmark: _Toc34062165][bookmark: _Toc34394606]6.2.7	Group announcement and join procedure
[bookmark: _Toc34062166][bookmark: _Toc34394607]6.2.7.1	General
Upon successful creation of the group as specified in clause 6.2.2, the SGM-S follow the procedure specified in clause 6.2.7.3 to notify group announcement to group members and to handle group registration request from SGM-C. The SGM-C shall follow the procedure specified in clause 6.2.7.2 to handle received group announcement notification and to request group registration. 
[bookmark: _Toc34062167][bookmark: _Toc34394608]6.2.7.2	Client procedure
[bookmark: _Toc34062168][bookmark: _Toc34394609]6.2.7.2.1	Receiving group announcement notification
Upon receiving an HTTP POST request over a call back URI which was given to SGM-S at time of group events subscription, the SGM-C:
a)	shall match subscription identity received in the "Identity" parameter of the HTTP POST request with the locally stored identity of the subscription. If subscription identity is not valid, then
1) send an HTTP 406 (Not Acceptable) response and skip rest of the steps;
b)	shall send an HTTP 200 (OK); and
c)	if "Event" parameter is set to SUBSCRIBE_GROUP_ANNOUNCEMENT (0x01) as specified in clause B.2, shall notify the VAL user about announcement of group with group-ID and subject. The SGM-C may also decide to store the group announcement based on user’s request.
[bookmark: _Toc34062169][bookmark: _Toc34394610]6.2.7.2.2	Sending group registration request
Upon receiving request from VAL user to join the group, the SGM-C:
a)	shall generate an HTTP POST request. In the HTTP POST request:
1)	shall set the Request URI to the value "/group-registration";
2)	shall include the Host header with public user identity of SGM-S;
3)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6]; and
4)	shall include in the HTTP request entity-body the "group-ID" parameter set to the group URI received in group announcement notification; and
b)	shall send an HTTP POST request to SGM-S.
Upon receiving an HTTP 200 (OK), the SGM-C shall notify the VAL user about successful group registration. Based on VAL user’s request, if group events subscription is not already created, then the SGM-C shall create the group events subscription as specified in clause 6.2.8.1.1 for the event SUBSCRIBE_GROUP_MODIFICATION (0x02) as defined in clause A.1.2. If group events subscription already exists then the SGM-C shall modify the subscription as specified in the clause 6.2.8.1.2.
[bookmark: _Toc34062170][bookmark: _Toc34394611]6.2.7.3	Server procedure
[bookmark: _Toc34062171][bookmark: _Toc34394612]6.2.7.3.1	Sending group announcement notification
Upon successful creation of group, for each VAL user in <explicit-member-list> element of a <list-service> element of the group document, the SGM-S:
a)	shall check whether valid group events subscription exists for event SUBSCRIBE_GROUP_ANNOUNCEMENT (0x01) as defined in clause A.1.2 or not; if valid subscription does not exists then skip rest of the steps;
b)	shall generate an HTTP POST message to notify group announcement. In the HTTP POST message:
1)	shall set request URI to call back URI received at the time of creating subscription;
2)	shall set Content-Type header to "application/json"; and
3)	shall include an HTTP request entity-body with the parameters specified in clause B.2 serialized into a JavaScript Object Notation (JSON) structure; and
c)	shall sent the HTTP POST request towards SGM-C.
[bookmark: _Toc34062172][bookmark: _Toc34394613]6.2.7.3.2	Receiving group registration request
Upon reception of an HTTP POST request where the Request-URI of the HTTP POST request is set to "/group-registration", the SGM-S:
a)	shall determine the identity of the sender of the received HTTP POST request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP POST request is not authorized user, shall respond with an HTTP 403 (Forbidden) response to the HTTP POST request and skip rest of the steps;
b)	shall update the members information in group document; and
c)	shall send an HTTP 200 (OK) response to SGM-C.
[bookmark: _Toc25305691][bookmark: _Toc26190267][bookmark: _Toc26190860][bookmark: _Toc34062173][bookmark: _Toc34394614]6.2.8	Group subscription and notification procedure
[bookmark: _Toc34062174][bookmark: _Toc34394615]6.2.8.1	Management of group events subscription
[bookmark: _Toc34062175][bookmark: _Toc34394616]6.2.8.1.1	SIP based procedures
Editor’s note: The SIP based subscription procedure is FFS.
[bookmark: _Toc34062176][bookmark: _Toc34394617]8.2.8.1.2	HTTP based procedures
[bookmark: _Toc34062177][bookmark: _Toc34394618]6.2.8.1.2.1	Creating subscription
[bookmark: _Toc34062178][bookmark: _Toc34394619]6.2.8.1.2.1.1	Client procedure
Upon successful service authorization of the VAL service, the SGM-C shall create a subscription for group events by sending an HTTP POST request to the SGM-S. In the HTTP POST request, the SGM-C:
a)	shall set the Request URI to the value "/groupEventsSubscription";
b)	shall include the Host header with public user identity of SGM-S;
c)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6]; and
c)	include the parameters specified in clause A.1.2 serialized into a JavaScript Object Notation (JSON) structure as specified in IETF RFC 7159 [10].
[bookmark: _Toc34062179][bookmark: _Toc34394620]6.2.8.1.2.1.2	Server procedure
Upon reception of an HTTP POST request from SGM-C where the Request-URI of the HTTP POST request is set to "/groupEventsSubscription", the SGM-S:
a)	shall determine the identity of the sender of the received HTTP POST request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP POST request is not authorized user, shall respond with an HTTP 403 (Forbidden) response to the HTTP POST request and skip rest of the steps;
b)	shall generate unique subscription identity and store the subscription details for the authorized user; and
c)	shall send an HTTP 200 (OK) response including parameters specified in clause A.1.3.
[bookmark: _Toc34062180][bookmark: _Toc34394621]6.2.8.1.2.2	Modify a subscription
[bookmark: _Toc34062181][bookmark: _Toc34394622]6.2.8.1.2.2.1	Client procedure
Upon receiving a request from VAL user to modify existing subscription identified with unique subscription identity, the SGM-C:
a)	shall generate an HTTP PUT request. In the HTTP PUT request:
1)	shall set the Request URI to the value "/groupEventsSubscription" appended with subscription identity;
2)	shall include the Host header with public user identity of SGM-S;
3)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6]; and
4)	include the parameters specified in clause A.1.2 serialized into a JavaScript Object Notation (JSON) structure as specified in IETF RFC 7159 [10].
b)	shall send the HTTP PUT request to the SGM-S.
[bookmark: _Toc34062182][bookmark: _Toc34394623]6.2.8.1.2.2.2		Server procedure
Upon reception of an HTTP PUT request from SGM-C where the Request-URI of the HTTP PUT request is set to "/groupEventsSubscription" appended with subscription identity, the SGM-S:
a)	shall determine the identity of the sender of the received HTTP PUT request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP PUT request is not authorized user, shall respond with an HTTP 403 (Forbidden) response to the HTTP PUT request and skip rest of the steps;
b)	shall determine whether subscription for group events exists or not based on received subscription identity in request URI; and
1)	if subscription does not exist, shall respond with an HTTP 406 (Not Acceptable) response to the HTTP PUT request and skip rest of the steps;
c)	shall update the subscription details based on received parameters from the HTTP PUT request; and
d)	shall send an HTTP 200 (OK) response including parameters specified in clause A.1.3.
[bookmark: _Toc34062183][bookmark: _Toc34394624]6.2.8.1.2.3	Delete a subscription
[bookmark: _Toc34062184][bookmark: _Toc34394625]6.2.8.1.2.3.1	Client procedure
Upon receiving a request from VAL user to delete existing subscription identified with unique subscription identity, the SGM-C:
a)	shall generate an HTTP DELETE request. In the HTTP DELETE request:
1)	shall set the Request URI to the value "/groupEventsSubscription" appended with subscription identity;
2)	shall include the Host header with public user identity of SGM-S; and
3)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6]; and
b)	shall send the HTTP DELETE request to the SGM-S.
[bookmark: _Toc34062185][bookmark: _Toc34394626]6.2.8.1.2.3.2	Server procedure
Upon reception of an HTTP DELETE request from SGM-C where the Request-URI of the HTTP DELETE request is set to "/groupEventsSubscription" appended with subscription identity, the SGM-S:
a)	shall determine the identity of the sender of the received HTTP DELETE request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP DELETE request is not authorized user, shall respond with an HTTP 403 (Forbidden) response to the HTTP DELETE request and skip rest of the steps;
b)	shall determine whether subscription for group events exists or not based on received subscription identity in request URI; and
1)	if subscription does not exist, shall respond with an HTTP 406 (Not Acceptable) response to the HTTP DELETE request and skip rest of the steps;
c)	shall delete the subscription details based on received parameters from the HTTP DELETE request; and
d)	shall send an HTTP 200 (OK) response to the SGM-C.
[bookmark: _Toc34062186][bookmark: _Toc34394627]6.2.8.2	Notifications
[bookmark: _Toc34062187][bookmark: _Toc34394628]6.2.8.2.1	SIP based procedures
Editor’s note: The SIP based notification procedure is FFS.
[bookmark: _Toc34062188][bookmark: _Toc34394629]6.2.8.2.2	HTTP based procedures
[bookmark: _Toc34062189][bookmark: _Toc34394630]6.2.8.2.2.1	Client procedure
[bookmark: _Toc34062190][bookmark: _Toc34394631]6.2.8.2.2.1.1	Receiving group modify notification
Upon receiving an HTTP POST request over a call back URI which was given to the SGM-S at time of group events subscription, the SGM-C:
a)	shall match subscription identity received in the "Identity" parameter of the HTTP POST request with the locally stored identity of the subscription. If subscription identity is not valid, then
1) send an HTTP 406 (Not Acceptable) response and skip rest of the steps;
b)	shall send an HTTP 200 (OK); and
c)	if "Event" parameter is set to SUBSCRIBE_GROUP_MODIFICATION (0x02) as specified in clause B.3, shall notify the VAL user about modification of group with group-ID. 
Based on VAL user’s request, the SGM-C may also retrieve the group document identified by group ID received in group modify notification as specified in clause 6.2.5.2.
[bookmark: _Toc34062191][bookmark: _Toc34394632]6.2.8.2.2.2	Server procedure
[bookmark: _Toc34062192][bookmark: _Toc34394633]6.2.8.2.2.2.1	Sending group modify notification
To send the group modification notification to the SGM-C, the SGM-S:
a)	shall check whether valid group events subscription exists for event SUBSCRIBE_GROUP_MODIFICATION (0x02) as defined in clause A.1.2 or not; if valid subscription does not exists then skip rest of the steps;
b)	shall generate an HTTP POST message to notify group announcement. In the HTTP POST message:
1)	shall set request URI to the call back URI received at the time of creating subscription;
2)	shall set Content-Type header to "application/json"; and
3)	shall include an HTTP request entity-body with the parameters specified in clause B.3 serialized into a JavaScript Object Notation (JSON) structure; and
c)	shall sent the HTTP POST request towards SGM-C.
[bookmark: _Toc34062193][bookmark: _Toc34394634][bookmark: _Toc25305693][bookmark: _Toc26190269][bookmark: _Toc26190862]6.2.9	Group member leave
[bookmark: _Toc34062194][bookmark: _Toc34394635]6.2.9.1	Client procedure
Upon receiving request from VAL user to leave the group, the SGM-C:
a)	shall generate an HTTP POST request. In the HTTP POST request:
1)	shall set the Request URI to the value "/group-deregistration";
2)	shall include the Host header with public user identity of SGM-S;
3)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6]; and
4)	shall include in the HTTP request entity-body the "group-ID" parameter set to the group URI of the group which VAL user has requested to leave; and
b)	shall send the HTTP POST request to SGM-S.
Upon receiving an HTTP 200 (OK), the SGM-C shall notify the VAL user about successful group registration.
[bookmark: _Toc34062195][bookmark: _Toc34394636]6.2.9.2	Server procedure
Upon reception of an HTTP POST request where the Request-URI of the HTTP POST request is set to "/group-deregistration", the SGM-S:
a)	shall determine the identity of the sender of the received HTTP POST request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP POST request is not authorized user, shall respond with an HTTP 403 (Forbidden) response to the HTTP POST request and skip rest of the steps;
b)	shall update the members information in group document; and
c)	shall send an HTTP 200 (OK) response to SGM-C.
[bookmark: _Toc34062196][bookmark: _Toc34394637]6.3	Off-network procedures
The off-network procedures are out of scope of the present document in this release of the specification.
[bookmark: _Toc25305694][bookmark: _Toc26190270][bookmark: _Toc26190863][bookmark: _Toc34062197][bookmark: _Toc34394638]7	Coding
[bookmark: _Toc25305695][bookmark: _Toc26190271][bookmark: _Toc26190864][bookmark: _Toc34062198][bookmark: _Toc34394639]7.1	General
[bookmark: _Toc25305696][bookmark: _Toc26190272][bookmark: _Toc26190865][bookmark: _Toc34062199][bookmark: _Toc34394640]7.2	Application unique ID
The AUID shall be set to the VAL service ID as specified in specific VAL service specification.
[bookmark: _Toc25305697][bookmark: _Toc26190273][bookmark: _Toc26190866][bookmark: _Toc34062200][bookmark: _Toc34394641]7.3	Data structure
The <list-service> element:
a)	shall include an "uri" attribute representing the VAL group identity;
b)	may include a <display-name> element containing a human readable name of the VAL group;
c)	shall include a <common> element. The <common> element:
1)	may include a <seal-subject> element indicating group description;
2)	shall include a <category> element indicating category of the group; and
3)	shall include a <val-services> element indicating list of services supported by the group;
d)	may include a <administrators> element containing list of group members who are administrator for the group;
e)	may include a <explicit-members-list> element containing list of users who explicitly needs to register to join the group;
f)	may include a <list> element containing list of members who are implicitly registered to join the group; and
g)	shall include <val-specific-config> element. The <val-specific-config> element:
1)	may include <group-priority> element.
[bookmark: _Toc25305698][bookmark: _Toc26190274][bookmark: _Toc26190867][bookmark: _Toc34062201][bookmark: _Toc34394642]7.4	XML Schema
[bookmark: _Toc34062202][bookmark: _Toc34394643]7.4.1	General
The Group Document shall be composed according to the XML schema described in [7] and extended with extensions from the XML Schemas defined in [8] and [9], and extended with extensions from the XML schema defined in clause 7.4.2.
[bookmark: _Toc34062203][bookmark: _Toc34394644]7.4.2	XML schema for SEAL group document specific extension
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema 
  xmlns="urn:3gpp:ns:seal:GroupInfo:1.0"
  targetNamespace="urn:3gpp:ns:seal:GroupInfo:1.0"  
  xmlns:xs="http://www.w3.org/2001/XMLSchema"
  xmlns:ls="urn:oma:xml:poc:list-service"
  xmlns:sealgi="urn:3gpp:ns:seal:GroupInfo:1.0"
  elementFormDefault="qualified"
  attributeFormDefault="unqualified">

  <xs:import namespace="urn:oma:xml:xdm:extensions"/>
  <xs:import namespace="urn:ietf:params:xml:ns:resource-lists"/>

  <!-- SEAL specific "list-service" child elements -->
  <xs:element name="common" type="sealgi:common-type"/>
  <xs:element name="administrators" type="ls:list-type" minOccurs="0"/>
  <xs:element name="explicit-member-list" type="ls:list-type" minOccurs="0"/>
  <xs:element name="val-specific-config" type="sealgi:valSpecificConfigType"/>

  <xs:complexType name="common-type">
    <xs:sequence>
      <xs:element name="seal-subject" type="sealgi:subjectType" minOccurs="0"/>
      <xs:element name="category" type="sealgi:groupCategoryType"/>
      <xs:element name="val-services" type="sealgi:valServiceListType"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
    <xs:any namespace="##other" processContents="lax" minOccurs="0"/>
  </xs:complexType>
  <xs:complexType name="valSpecificConfigType">
    <xs:sequence>
      <xs:element name="group-priority" type="sealgi:priorityType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
    <xs:any namespace="##other" processContents="lax" minOccurs="0"/>
  </xs:complexType>

  <xs:simpleType name="subjectType">
    <xs:restriction base="xs:string">
      <xs:minLength value="0"/>
      <xs:maxLength value="255"/>
    </xs:restriction>
  </xs:simpleType>
  <xs:simpleType name="groupCategoryType">
    <xs:restriction base="xs:string">
      <xs:enumeration value="normal"/>
      <xs:enumeration value="location-based"/>
      <xs:enumeration value="regroup"/>
    </xs:restriction>
  </xs:simpleType>
  <xs:complexType name="valServiceListType">
    <xs:sequence minOccurs="0" maxOccurs="unbounded">
      <xs:element name="service-name" type="sealgi:serviceNameType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0"/>
    </xs:sequence>
  </xs:complexType>
  <xs:simpleType name="priorityType">
    <xs:restriction base="xs:unsignedShort">
      <xs:minInclusive value="0"/>
      <xs:maxInclusive value="255"/>
    </xs:restriction>
  </xs:simpleType>

  <xs:complexType name="serviceNameType">
    <xs:sequence>
        <xs:element name="serviceType" minOccurs="0" maxOccurs="unbounded" type="Services"/>
    </xs:sequence>
    <xs:unique name="uniqueserviceType">
        <xs:selector xpath="serviceType"/>
        <xs:field xpath="."/>
    </xs:unique>
  </xs:complexType>

  <xs:simpleType name="Services">
    <xs:restriction base="xs:string">
        <xs:enumeration value="V2X"/>
        <xs:enumeration value="Others"/>
    </xs:restriction>
  </xs:simpleType>
</xs:schema>

[bookmark: _Toc25305699][bookmark: _Toc26190275][bookmark: _Toc26190868][bookmark: _Toc34062204][bookmark: _Toc34394645]7.5	Semantics
The <display-name> element of <list-service> element contains a human readable name of the VAL group.
The value of the “uri” attribute in the <list-service> element shall represent a VAL group identity.
The <administrators> element of a <list-service> element shall contain the group members who are administrator of the group and have special authorities as defined by VAL service to manage the group. The administrator user do not require explicit registration to join the group.
The <explicit-member-list> element of a <list-service> element shall contain the group members who are not administrator of the group and require explicit registration to join the group.
The <list> element of a <list-service> element shall contain the group members who are not administrator of the group and also do not require explicit registration to join the group.
The <seal-subject> child element of a <common> element of a <list-service> element shall indicate the title or description for the Group. The length of the value of the <seal-subject> element should not exceed 255 characters.
The <category> child element of a <common> element of a <list-service> element shall indicate the category of the group. The possible values for this element are "normal", "location-based" and "regroup".
The <val-services> child element of a <common> element of a <list-service> element shall indicate list of services supported by the group.
The <group-priority> child element of a <val-specific-config> element of a <list-service> element contains a positive number which provides VAL group priority among different VAL groups within VAL service. More than one VAL group can have same priority.
The VAL service may further extend the <val-specific-config> element of a <list-service> element to include VAL service specific configuration.
[bookmark: _Toc25305700][bookmark: _Toc26190276][bookmark: _Toc26190869][bookmark: _Toc34062205][bookmark: _Toc34394646]7.6	MIME type
The MIME type for VAL user profile configuration shall be set to "vnd.3gpp.seal-group-doc+xml".
[bookmark: _Toc25305701][bookmark: _Toc26190277][bookmark: _Toc26190870][bookmark: _Toc34062206][bookmark: _Toc34394647]7.7	IANA registration template
Editor’s note:	This clause will describe the IANA registration template.


[bookmark: _Toc34062207][bookmark: _Toc34394648]Annex A (normative):
Parameters for different operations
[bookmark: _Toc34062208][bookmark: _Toc34394649]A.1	Creating group events subscription
[bookmark: _Toc34062209][bookmark: _Toc34394650]A.1.1	General
The information in this annex provides a normative description of the parameters which will be sent by SGM-C while creating group events subscription and the parameters which will be sent by SGM-S as a response to request for creating subscription.
[bookmark: _Toc34062210][bookmark: _Toc34394651]A.1.2	Client side parameters
The SGM-C shall convey the following parameters while sending request for creating group events subscription.
Table A.1.2-1: Client side parameters for creating group events subscription
	Parameter
	Description

	Callback-URI
	REQUIRED. Represents where to send HTTP notifications

	Subscription Info
	REQUIRED. Represents a space-separated list of the subscription type information as specified in table A.1.2-2.



Table A.1.2-2: Subscription information
	Parameter
	Description

	Event
	REQUIRED. Represents the type of notification which client requires. This specification defines following type of notifications:
· 0x01: SUBSCRIBE_GROUP_ANNOUNCEMENT
· 0x02: SUBSCRIBE_GROUP_MODIFICATION

	expiry time
	REQUIRED. Represents the time in seconds up to which the subscription is desired to be kept active and the time after which the subscribed event shall stop generating notifications.

	Group ID list
	REQUIRED if "Event” parameter is set to SUBSCRIBE_GROUP_MODIFICATION (0x02). Represents a space-separated list of VAL group ID of the groups



[bookmark: _Toc34062211][bookmark: _Toc34394652]A.1.3	Server side parameters
The SGM-S shall convey the following parameters while sending response to the creating group events subscription request.
Table A.1.3-1: Server side parameters for response to creating group events subscription
	Parameter
	Description

	Identity
	REQUIRED. A unique string representing subscription identity. 






[bookmark: _Toc34062212][bookmark: _Toc34394653]Annex B (normative):
Parameters for notifications
[bookmark: _Toc34062213][bookmark: _Toc34394654]B.1	General
The information in this annex provides a normative description of the parameters which will be sent by SGM-S while sending different types of notification
[bookmark: _Toc34062214][bookmark: _Toc34394655]B.2	Group announcement notification
The SGM-S shall convey the following parameters while sending group announcement notification to SGM-C.
Table B.2-1: Parameters for group announcement notification
	Parameter
	Description

	Identity
	REQUIRED. A unique string representing notification channel identity. 

	Event
	REQUIRED. Shall be set to SUBSCRIBE_GROUP_ANNOUNCEMENT (0x01) as specified in table A.1.2-2.

	GroupID
	REQUIRED. An URI that represent a VAL group identity

	Subject
	REQUIRED. A string representing the title or description for the group.

	Val-services
	OPTIONAL. Represents list of services supported by the group.

	Members-list
	OPTIONAL. Represents list of VAL users who are member of the group.



[bookmark: _Toc34062215][bookmark: _Toc34394656]B.3	Group modify notification
The SGM-S shall convey the following parameters while sending identify list notification to SGM-C.
Table B.3-1: Parameters for group announcement notification
	Parameter
	Description

	Identity
	REQUIRED. A unique string representing notification channel identity. 

	Event
	REQUIRED. Shall be set to SUBSCRIBE_GROUP_MODIFICATION (0x02) as specified in table A.1.2-2.

	groupID
	REQUIRED. An URI that represent a VAL group identity
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